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Simulation of large-scale networks demands that we model some flows at coarser time scales than
others, simply to keep the execution cost manageable. This article studies a method for periodically
computing traffic at a time scale larger than that typically used for detailed packet simulations. Appli-
cations of this technique include computation of background flows (against which detailed foreground
flows are simulated) and simulation of worm propagation in the Internet. The approach considers ag-
gregated traffic between Internet points of presence (POPs) and computes the throughput of each
POP-to-POP flow through each router on its path. This problem formulation leads to a nonlinear sys-
tem of equations. The authors develop means of reducing this system to a smaller set of equations,
which are solved using fixed-point iteration. They study the convergence behavior, as a function of
traffic load, on topologies based on Internet backbone networks. They find that the problem reduction
method is very effective and that convergence is achieved rapidly. The authors also examine the
comparative speedup of the method relative to using pure packet simulation for background flows
and observe speedups exceeding 3000 using an ordinary PC. They also simulate foreground flows
interacting with background flows and compare the foreground behavior using their solution with that
of pure packet flows. They find that these flows behave accurately enough in their approach to jus-
tify use of the technique in their motivating application. The authors parallelize the algorithm on a
distributed-memory multiprocessor. They exploit the flexibility offered by noncommittal barrier syn-
chronization that permits a processor to handle computation messages even after it invokes a barrier
primitive. They also take advantage of application-specific knowledge to minimize synchronization
cost, study the performance of their parallel algorithm with both fixed and scaled problem sizes, and

observe excellent scalability on a multiprocessor supercomputer.
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1. Introduction

Simulation of large-scale wireline networks has many ap-
plications. In some of these, only asmall fraction of traffic
is of specific interest (e.g., the behavior of flows managed
by anew transport protocol or control traffic between BGP
routers). However, the flows of interest are affected by
and may even (to alesser degree) affect the other “back-
ground” flows. There is strong motivation to model back-
ground flows with less detail than foreground flows, with
the aobjective of significantly lowering the computational
requirements. Control traffic, such as BGP announcements
and DNS queries, needs to be modeled at the packet level,
yet the network being simulated has hundreds of thousands
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of devicesand (typically) tens of thousands of flows repre-
sented at any giventime. The only hopewe have of meeting
real-time constraintsisto significantly aggregate our treat-
ment of background traffic. In other applications, thetraffic
of interest can be model ed at acoarsetime scale. For exam-
ple, simulation of worm spread across the Internet can be
usefully modeled at a time scale much larger than is usu-
ally used in network simulation, and the volume of traffic
is so large that this becomes necessary.

Our problem is this. given a description of flow in-
tensities at ingress points, efficiently determine link loads
throughout the network interior and determine flow inten-
sities at egress points. Solution to this problem alows us
to represent these flows to amore detailed traffic model in
terms of the demand they make on shared bandwidth (and,
potentialy, buffer space). These demands are periodically
recomputed (e.g., every 5 seconds). On large networks,
this method will compute bandwidth consumption signif-
icantly faster than will packet representation of the same
flows.
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These savings naturally come with a cost. Low-
resolution background flows may be less responsive to
changesin network state, they may exhibit less burstiness,
and the degree to which a simulation using them differs
from one with all flows at the same resolution will be un-
known. Nevertheless, there are contexts where the trade-
offsinfavor of computational speed are acceptable; indeed,
there are contexts where one really has no other option
but to use highly abstracted representation of background
traffic. Our research group is developing a network simu-
lator that will be used in cyber-defense training exercises,
where the most important accuracy reguirements are that
the simulated behavior have a realistic “look and feel.”
The simulator computes the detailed effects on particular
traffic flows (e.g., financia transactions) as cyber-attacks
occur and as defensive measures are taken. Two defining
characteristics are that its application demands real-time
performance (e.g., one second of simulation time takes no
more than one second of wall-clock time to advance) and
that itsapplication involves networkswith potentially hun-
dreds of thousands of devices.

The simulation problem becomes nontrivial when we
attempt to capture the effects of bandwidth sharing among
flows acrossacommon link. In our motivating application,
it will run with aperiodicity larger than normal end-to-end
network latency. This forces us to formulate the problem
asthough flows passinstantaneously through the network,
which leads to a system of nonlinear equations whose so-
Iution gives the desired background flows. We propose a
fixed-point algorithm for its solution. Our formulation has
the property that intermediate-sol ution approximationsare
al “plausible’ in the sense that important problem con-
straints are not violated, which means that we can use an
intermediate approximation if we run out of time to com-
plete the computation or discover that the fixed-point iter-
ations are not converging.

We empirically analyzethistechnique on model s of real
Internet backbone networks, with synthetic traffic gener-
ated using Poisson Pareto burst processes (PPBP) [1]. We
examine convergence behavior asafunction of trafficload,
the speedup it offers, and the accuracy of foreground traffic
when it is used in place of packet simulation. Our exper-
iments demonstrate the viability of the approach for our
motivating application.

We parallelize the algorithm on a distributed-memory
multiprocessor. When synchronizing the processors, we
encounter the problem that it is difficult for each processor
to predict whether new computation messages will arrive
inthefuture. We thus expl oit the flexibility offered by non-
committal barrier synchronization that allows processors
to receive computation messages even after they invokethe
barrier primitive. To minimizethe synchronization cost, we
exploit application-specific knowledge to postpone each
processor’s entrance into a barrier. We study the perfor-
mance of our paralel algorithm on a multiprocessor su-
percomputer. The experiments with both fixed and scaled
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problem sizes demonstrate excellent scalability of our
algorithm.

Theremainder of thisarticleis organized asfollows. In
section 2, we formulate the problem to be investigated. In
section 3, asequential algorithm is presented, followed by
adiscussion of itsconvergence behavior, performance, and
accuracy. In section 4, we describe how to parallelize the
sequentia algorithm on a distributed-memory multipro-
cessor; simulation results on the scalability of the parallel
algorithm with both fixed and scaled problem size are also
presented. In section 5, some related work is discussed.
Section 6 summarizesthis article.

2. Problem Formulation

Inour model, the simulationtimeisdiscretized into units of
length A, andweuser, todenotek-A (k =0,1,2,...).We
assume that the network being studied consists of n points
of presence (POP), denoted by Py, P», ..., P,. We use
fi.; to represent the aggregate flow between ingress-egress
pair < P;, P; >. For any ingress-egress pair < P, P; >
(1 <i,j <n),weuseT,;(t) to denote the ingress rate
of the corresponding aggregate flow at time 7. Since the
simulation time advances by constant time intervals, we
need to discretize theingressrate for every aggregate flow.
Duringthetimeinterval [1,, 1], thetraffic volume emitted
from ingress node P; to egress node P; is

Te+1
/ T ;(t) dt.

Ik

We smooth the burstiness at time scales smaller than
A. To ensure that the same amount of traffic is injected
into the network, the ingress rate of aggregate flow f; ; at
discretized timek - A is

Tr+1

1

x X T, ;(t) dt.
3

The network is modeled as a collection of routers con-
nected with unidirectional links. The sending endpoint of
alink isassociated with arouter’s output port. At an output
port, thereis an output buffer. We assume that every router
adoptsthe output buffering strategy, although other buffer-
ing strategies can be easily incorporated into our algorithm
described later. Routing protocols are used to direct traffic
for each aggregate flow. The routing decisions are assumed
to be static within any discretized time interval. In addi-
tion, thetimestep size A isrelatively large compared to the
typical end-to-end latency of an aggregate flow. Hence, all
link latencies are assumed to be zero in the network model.

The remainder of the article focuses on the algorithm
that isapplied at every time step .. We will not expressthe
dependence on ¢, in the notation—it will be understood
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that ingress rates are offered at a time-step epoch, and the
goal isto computetheratesat which theflowsare delivered
at their destinations.

We use set Q to denote the whole set of output ports
in the network. For any aggregate flow f, the sequence of
output ports that it traverses through at a time-step is by
Q. Obvioudly, Q, isasubset of 0. We use F, to denote
the whole set of aggregate flows that traverse through port
q (¢ € Q) atatimestep. Weuse A} (f € F,) to denote
the arrival rate of aggregate flow f into port ¢ at atime-
step epoch. The sum of all the arrival rates into port ¢,
Y ser, My IS written as A" In addition, we use ). to
denote the ingress rate of aggregate flow f from itstraffic
source at the time-step epoch.

When multiple aggregate flows multiplex at the same
output port, how much bandwidth is allocated to each ag-
gregateflow isgoverned by the port’s queuing policy. Con-
sider an output port g implementing the first in, first out
(FIFO) queuing policy. Let ., denote the link bandwidth
associated with ¢. According to the FIFO service disci-
pline, thedeparturerateof flow f (f € F,) at thetime-step

(out)

epoch, denoted by 1./", can be defined as follows:

Jon  _ )\(f’;’;) if Al <, (casel)
fo T ] A x £ otherwise  (case2)
q
= 2 % min(1, %} @

q

In the first case where the aggregate arrival rate does
not exceed the link bandwidth, the output port can serveall
theincoming traffic. In the second case, congestion occurs,
and the traffic that can not be served is dropped; the FIFO
queuing policy dictatesthat the loss occurring to each flow
be proportional to its arrival rate. In equation (1), we do
not model the queuing delay, and therefore, thereisnotime
shift between the departure rate and the arrival rate. This
is a reasonable assumption because a coarse time scale is
being considered.

The first objective is to compute the aggregate traffic
load at each port:

Y er, My foreveryg:q e Q. )

The rate at which each aggregate flow departs from the
network may also be of interest here. For some applica-
tions that use time-stepped coarse-grained traffic simula-
tion, the rate at which anodeinjectstraffic into the network
isafunction of the rate at which it receives traffic from the
network at the previous time step. In these cases, another
objective can be defined as computing the aggregate de-
parture rate from each POP. To formulate this objective,

we define function TI( f, ¢), where f € F,, by

q' ifq’ (¢ € Q)isthenext output port
M/, q) = on flow f'spath after leaving port ¢
’ P if thenext hop onflow f’spathis P
(P € {Pi}lgign)
©)

Now if we denote the by E the set of router ports that
serve as network egress points, we formulate the second
objective as computing

(out)
Z S

feky

forevery g € E. 4

3. Sequential Algorithm
3.1 Time-Step Setup

The starting premise of our approach is that we can com-
pute resource consumption of certain types of flows rela
tively infrequently and treat that consumption asinvariant
between updates. These flows may be made sensitive to
flows modeled with higher resolution, but only at the fixed
update points. Upon reaching an update point, we have the
opportunity to reassess the bandwidth and buffer space we
will alocate on each link. These decisions may be made
as afunction of observed past behavior. We also have the
opportunity to adjust the offered load rate (e.g., reduce it
on flowsfor which loss has been observed in the last time)
to model feedback (such as TCP provides). These issues
are important but are not the focal point of this article.

When we use this formulation to compute background
traffic intensities, it is important to capture the competi-
tion between foreground and background flows for link
bandwidth. We use a simple mechanism for including the
next epoch’s anticipated foreground flow as we compute
flow rates for background flows. At atime-step epoch, for
each port p,, we compute an estimated foreground input
rate \" (p.) based on recent observations (or even known
predictions, if such were available). We model foreground
flow passing through the port as though it is injected into
the network at this point from atraffic source, crosses the
link, and immediately disappearsinto atraffic sink. Aswe
compute new flow rates, for that port, we treat that flow
exactly as any other flow. The “fair” contribution of fore-
ground traffic is thus considered as we allocate bandwidth
for the background traffic.

Since each flow is recomputed each time step, we aso
have the opportunity to alter routing. This is particularly
useful in applications where routing changes in response
to changesin traffic loads or where we simulate attacks on
the routing infrastructure by disabling routers, eventually
causing routing protocol sto respond and create new routes.
We assume that the routing for the next time step is known
before we compute the flow updates.

Volume 82, Number 1 SIMULATION 23
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3.2 Algorithm Description

Description of our algorithm requires notation. We denote
by \ the vector of al flows arrival rates into al router
output ports (and subnetworks, at egress points) through
which they flow—it is a complete description of the flow
state throughout the system. The variables in . are de-
noted by X\, Ay, ..., and X, where L = |x|. When we
start the algorithm, the variables corresponding to ingress
flows are known as boundary conditions. The point of the
algorithm is to compute the values of the other variables.
Throughout the algorithm, every variable will have an as-
sociated state of unsettled, bounded, or settled, depend-
ing on whether its value is unknown, has a known upper
bound, or isfinally known. At any point in the algorithm,
notation S(;) describesthe state of variable );. Inthe no-
tation we use to describe the al gorithm, at any point when
S(\;) = bounded, the value of ); isthe upper bound itself.
When S(\;) = settled, the value of \; isitsfina value.

Weallow theingressrate of every flow to change, every
time step. For every flow variablein \ that corresponds to
aningressrate, we set its state to be settled and its value to
bethe new flow ingressrate; for any other variablein i, we
set its state to be unsettled and its value to be co. Asthe al-
gorithm devel ops, the state transition of aflow variable can
only be either from unsettled to bounded, from unsettled
to settled, or from bounded to settled. Furthermore, in the
course of the algorithm, we may change the upper bound
on a flow variable, but when we do, the newer bound is
always smaller. Hence, a changeto the state and value of a
flow variable always means that more knowledge of it has
been gained.

We al so ascribe state to router output portsin the course
of the algorithm. We say that a port ¢ is resolved once
all of itsinput flows are settled because then eguation (1)
specifiesits output rates. We say that a port is transparent
at some point in the algorithm if it is not resolved, but the
sum of upper bounds on itsinput ratesis|ess than the port
bandwidth; every flow into atransparent port has the same
output rate asinput rate. A portisunresolved if it isneither
resolved nor transparent. We use notation S(g) to namethe
state of port ¢; every portisinitially given state unresol ved.

The sequential agorithm consists of four phases. rule-
based flow update computation, reduced graph generation,
fixed-point iterations, and residual flow update computa-
tion. Asweexplain the algorithm, asimple exampleisused
for illustration. The network topology isshowninFigure 1;
in the network, there are eight output ports (¢o—g-) and
seven flows (fo—fs)-

After thetime-step setup, every portinthetopology isin
theunresolved state. All ingressflow variablesare assigned
theiringressflow ratesand assigned to the settled state, and
all other flow variables are in the unresolved state.
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3.2.1 Phase I: Rule-Based Flow Update
Computation

The goa of the first phase is to settle as many flow
variablesin \ as possible, based on evaluation of precon-
ditionsand execution of actionsdescribedin Tables1 and 2.
Rule 1 appliesto aport inthe unresolved state, all of whose
input flows are settled. The state of such a port is changed
to resolved, and for each flow that traverses through it, we
compute its departure rate and use that to settle the cor-
responding input flow variable at the next output port (or
subnetwork, if the port is an egress point) on its path.

Rule 2's precondition callsfor A{™ < p,; herewe un-
derstand A{™ to be the sum of current values assigned to
port ¢'s input flows, some or al of which may be upper
bounds only. Rule 2 recognizes when first a port becomes
transparent; in addition to changing the port state, the as-
sociated action marks the output flows of all settled input
flows as settled.

Rule3 may beapplied after aninput flow to atransparent
port becomes settled. Rule 4 may be applied after an input
flow to atransparent port becomes bounded or its bounded
is lowered. Correspondingly, its output rate is certainly
bounded and takes the value of the input flow.

Rules 5 and 6 show how to sharpen upper bounds on
flows out of an unresolved port. To understand them, let
R{"™ bethe sum of al thearrival ratesinto port ¢ that have
already been settled. Necessarily, we have

R™ < AW, (5)

The correctness of rules 5 and 6 is established formally
with the following lemmas.

LEMMA 1. Given an input flow variable with a settled
rate \ at port ¢, its departure rate from port ¢ isno greater
than % x min{1, u,/R{™}.

Proof. First note that under no circumstances may the out-
put rate of a flow through a port exceed its input rate
(this explains the ‘1" argument of the min operator). If
uq/Rl‘I"'” < 1, then p, < le"”) < Rf;’”(, all), where
R{™(, all) denotes the sum of the final settled values of
all input flows. We know by equation (5) that the final de-
parturerate, . x /R (, final), must beno greater than
A X g /RO, O

Whereasrule 5 shows how a settled input rate can affect
its corresponding output rate through an as-yet unresolved
port, rule 6 shows how a bounded input rate can do so
likewise. A proof of correctness follows below.

LEMMA 2. Given aninput flow variable with a bounded
rate A at port ¢, its departure rate from port ¢ will be no
greater than \ x min{1, k,/(» + R/™)}.
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M
fo fo fo
Qo f2
?5 fs
9 fs
|
fa
fel fa

Figure 1. An eight-port topology

Proof. We use \’ to denote the true arrival rate of the flow
into port ¢ and )" to denote the true departure rate of the
flow from port g. Then, )" < \. Wedistinguish three cases.

+ Casel:if A+ RJ™ < p,, thenthe departurerate )"
satisfies the following:

A< N < (6)

« Case2:if A+ R™ > pn, and A" > p,, then the
departure rate )" satisfies the following:

Mg
A(in)
q
)\/ X L()
-)\,+ qu
( because Afj"m >N+ R}I"“)
L
R(in)
1+ 5%
g

R([n)
14+

N

Mg
= )\ X ——F—.
4 R 0

A= N x

IA

(because ' <))

« Case3:if A+ R™ > p, and A" <, then the
departure rate \” satisfies the following:

f1
f2 9 ¢,
fa
fa
}\// — ‘)\-/
< - R
: 0
< B —R™x 1
— HI q R‘(im) + )\
(because » + R\™ > )
= ax ®
A+ R

Combining all three cases, we have proven the lemma. O

Phase | consists of applying these rules and actions un-
til no port satisfies any of the preconditions. After phase |
ends, we are ensured that every flow variable is either set-
tled or has a nontrivia upper bound.

LEmMA 3. After phasel, every flow variable must bein
the settled or bounded state.

Proof. We prove it by contradiction. Suppose that flow
variable \ is in the unsettled state after phase 1. Without
loss of generality, suppose that among all flow variables
onitsflow’s path, it appears earliest. Let variable \’ beits
predecessor in this sequence (noting that this predecessor
must exist, as ingress flow variables are settled), and let
g denote the port into which this predecessor flows. If ¢
isin the resolved state, then all of its output flows must
be settled; if port ¢ isin the transparent state, then either
rule 3 or rule 4 can be applied to change the state of \; if
port g isin the unresolved state, then either rule 5 or rule 6
can be applied on flow variable ). Whatever the case, a
contradiction follows. |
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Table1. Rules 1, 2, and 3

Rule 1 Precondition: dg € Os.t.

S(g) = unresolved N
Vf e F{SO." = settled)}

Action: S(q) < resolved
Vf eF,
{SOn 11, < settled,
(in) (in) H in
(T < Mg xmin{l, /DG
Explanation: All theinput flow rates to this port are known,

so al the output flow rates can be computed.

Rule 2 Precondition: dg € Os.t.

A < pg A

Action: S(q) < transparent ,

3 ") ' < )i
g ra)

S(g) = unresolved N

~ @3f € F,5.t. SO\

Af € F,5.t. S(\}") = bounded }

VfeF,s.t. S()\(f’;';)) = settled
(in) ‘
{So‘fl'[(f,@) <« settled ,

Explanation: When we first discover that the sum of flow rate upper bounds
is no larger than the port bandwidth, we can mark the port as transparent
and mark as settled the output flow of any input flow known to be settled.

) = unsettled) A

Rule 3 Precondition: dg € Os.t.

df € F,s.t.

S(q) = transparent A

SO = settled A
~ (S(xj"ﬁ(fq)) = settled)

H . (in) )
Action: S((i:\;f.n(f.q)) :n)settled,
) )\f.H(f-q) <_ fa
Explanation: When an input flow to atransparent port becomes settled, we can

mark the corresponding output flow as settled also and give it the settled rate.

We use the example topology in Figure 1 to illustrate
how the six ruleswork in phase I. We consider two sets of
conditions among flow variables and link bandwidth:

e Flow Condition Set 1: Table 3 presents how the
rule-based flow update computation process works
onthisset of flow conditions. Step 1 appliesrule 1to
resolve port ¢,. Step 2 appliesrule 5 to compute the
upper bound on 1" . Because 1§ + 10" < .,
port ¢, can beidentified as atransparent port; hence,
the settled arrival rate of flow f; into port ¢, can
be propagated through it and then be used to settle
A" . Thereafter, rule 1 can be used to resolve ports
42, 3, qas G5, 96, AN qo SUCCESSIVEly.

onthisset of flow conditions. Step 1 appliesrule 1to
resolve port ¢,. Step 2 appliesrule 5 to compute the

(in) (in) (in)
upper bound on\ %" . Because ) + N5 > Mg,

port ¢, cannot be identified as transparent (as it was

in flow condition set 1). Step 3 applies rule 5 to
compute the upper bound on )\ ; step 4 applies
rule 5 to compute the upper bound on A{") ; step 5
appliesrule 5 to compute the upper bound on 1" .
Port ¢, isidentified as transparent in step 6 because

A+ < Wy, Step 7 uses rule 4 to compute

the upper bound on 1% . Thefinal step appliesrule

f3.95"

5 to compute the upper bound on 1§ and 1" .

Both Tables 3 and 4 provide only a sample execution

¢ Flow Condition Set 2: Table 4 presents how the path for each flow condition set because as the process-
rule-based flow update computation process works ing progresses, there are multiple choices on which ports

26 SIMULATION Volume 82, Number 1
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Table 2. Rules 4, 5, and 6

Rule4 Precondition: dg € Os.t.

Af € F;s.t.

@in)
_ . SO Ty
Action: S((iz\)f’n“"” ”

. M Ty < M
Explanation:

S(q) = transparent A

S(\Mra) = bounded N
Y = unsettled v N

) < bounded ,

When the upper bound on a flow into a transparent port is lowered, we can
give the corresponding output flow the same bound.

(in)
> N
FASIE) fa )

Rule5 Precondition: dg € Os.t.

df € F,s.t.

_ JAR )
Action: SO

) AL A)
Explanation:

S(g) = unresolved N

S()\if,';)) = settled A
(in) _
(S(_)‘f,l'h ’q)) = unset-tled \% |
W > A xmin{d, p, /RIMY)
(,-,l)f'n( )) in)boun.ded, .
N < A xminfl, w, /R™)
When an input flow to an unresolved port becomes settled, we can compute an upper

bound on the corresponding output flow by assuming that all the port capacity
is alocated to the input flows that are currently settled.

Rule6 Precondition: dg € Os.t.

df € F,s.t.

(in)
(S((?;}fﬂ(fq)
_ , Mg
Action: S(x(”’l)-I
iy LD

] AL
Explanation:

S(g) = unresolved A

S()\gf_';) = bounded N
) = unsettled Vv
> W xemin{d, /(R + 251
) < bounded
< W xemin{d, g /(R 4+ 07}
When the upper bound on an input flow to a unresolved port drops, we can recompute
an upper bound on the corresponding output flow by assuming that all the port

capacity is allocated to the input flows that are currently settled and the
flow whose bound just dropped.

should be processed. With flow condition set 1, all ports
in the topology are resolved after phase; it is evident that
with the aid of transparency of port ¢, the circular depen-
dence among flow variablesin thetopology can beentirely
removed. When thisoccurs, the algorithm stops after phase
I. With flow condition set 2, however, all ports but port ¢,
are ill unresolved. If there still exist some unresolved
ports after phase I, the algorithm proceeds into phase I1.

3.2.2 Phase Il: Dependence Graph Generation

After phase |, some output ports may remain unresolved.
In the example topology under the second flow condition

set, there exists a cycle of unresolved ports: g; — ¢, —
qs —> qs —> qs — qo — q1. Specifically, this means that
g» cannot be resolved before aflow from ¢, is settled; like-
wise g5 cannot be resolved before aflow from g, is settled
(which cannot happen before ¢, is resolved) and so on,
with a circular dependency emerging. The second phase
of our algorithm identifies all the critical flow variables
that are involved in such circular dependences. Some un-
settled flow variables need not be involved in phase |l and
Il analysis because their values will be completely deter-
mined after the critical flow values on cycles are solved.
For example, a flow variable out of a transparent port is
not critical; it may depend on acritical variable upstream

Volume 82, Number 1 SIMULATION 27
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Table 3. Flow update computation for the topology in Figure 1 (flow condition set 1)

Flow Conditions
(in) (in) (in) (in)
)‘fo-tn + )\'fl-‘ﬁ = Mgy and )\fo«n + )\'f1~‘17 = Wy
Step Rule Processing
1 1 S(q7(i)n)<— resolved, S(X;:%O) <~ Siﬁ)ﬂed’ S()\_(f’f)ql) <~ settled
2 5 S(\}yy) < bounded, )‘fom(,()_ N oo . o
3 2 S(q1) < transparent, E,g-n()xfl"”) <« settleci;l))\fl_qz ?nxfl’ql . .
4 1 S(g2) < resolved, S()\fz,%) < settled, )\f?% <~ )\/:Mz X m!n{l, uqz/A;Zn)}
5 1 S(gs) < resolved, S(xf,ﬁ;;ﬁ <« settled, )\(/';‘24 <« )\(/’3";3 x mMin{1, p,,/A"}
6 1 S(qa) < resolved, S(ng ) < settled, Ny < Wi x min{1, w,, /A"
7 1 S(‘]s() )<— resolved, S(?f_(f;;)%) <—(s)ettled,_ A )\(;3"175 x min{1, p,e/Alm)
S(Nje,) < settled, )\fsili") — N X mln{&; uqS/A(;i’?:’;} _ '
8 1 S(qo) < resolved, S(\},", ) < settled, N’ < \" > min{l, uqo/A;’O")}

Table 4. Flow update computation for the topology in Figure 1 (flow condition set 2)

Flow Conditions
(in) (in) (in) (in) (in) (in) (in) (in)
}(;r{gwn + }(;r{)mv = Wgzs }(7’{?45 + }(;r{?qs > Mg )(;’Jl‘?.rn + 2;’{)147 > gy xfzgg)"' )‘f1,g;)> Mgzs
Nz T Mg = Wasr Miggs T Mga = Waar Mg T Mjggg > Mg @0 Mo + 05000 > g
Step Rule Processing
1 1 S(q7) < resolved, S(XF};LO) <« settled, S()‘.(;f)ql) <~ settled
2 5 SO ) < bounded, )" <\
3 5 SO\ Y « bounded, N <« )\
f1.92 > .92 f1.91
{in) (in) {in)
4 5 S()\{?’;){B) <« bounded, )\_&?3 <~ k_(ia;lz
5 5 S(\jyy,) < bounded, N7, < g
6 2 S(gs) < transparent
(in) (in) (in)
7 4 S()\{?,,‘)”s) <« bounded, )\{1:37;;15 <« )\{3;)‘”
8 5 S()\'(%{)%) <~ bounded, )\_(%;76 <« )\{:_3,{;,5
S(\joyo) < bounded, Ny < Ny

but will beidentical to that variable. The dependency anal-
ysiswe do “sees through” transparent ports and limits the
work done to only flow variables that, once settled, define
downstream variabl es of the sameflow, through asequence
of transparent ports. Likewise, we need not be concerned
with flow variableswhose valueswill be completely deter-
minable once the critical flow variables are solved for.
Toidentify all the critical flow variables, we construct a
dependencegraph G whosevertex set V iscomposed of all
output ports that are in the unresolved state after phase |

V={qlqge O AS(q) =unresolved }. 9
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Note that the output ports in the transparent state may
also have some unsettled input flow variables, but they are
excluded from set V. An edge will be defined from vertex
q tovertex ¢’ if thereisaflow that enters ¢, passesthrough
asequence (possibly empty) of settled or transparent ports,
and enters ¢’. For every such edgee(q, q’), we define a set
Fgs(e(q, q")) of flowsinto ¢’ that first pass through ¢.

To discover theedge set E, weinitializeit asempty and
discover edges that belong, asfollows. For every port g in
V, we process each of itsinput flow variables as follows:
trace the flow’s path downstream through successive ports
until thefirst onein V isencountered; call itg’. If ¢’ exists,
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adirected edge from port ¢ to port ¢’, denoted by e(q, ¢'),
isaddedto E (if itisnotin E yet), and the corresponding
input flow variable into ¢’ isadded into F;(e(q, ¢")). If ¢’
does not exist, then no additional edge is included in the
graph. After all the portsin V have been so processed, no
vertexingraph G hasindegreeO. If thereexistssuch aport,
thenitsresolution doesnot depend onany other port’sstate,
and it must have already been resolved in phase I, which
contradictsit beinginset V.

However, it is possible that some vertices in V have
outdegree 0. This happens when some unresolved ports
after phase | are not in any cycle. In the above example,
port g¢ has outdegree 0 because flow variable xf;’;gs is not
in the cycle formed by others. From dependence graph G,
we remove every vertex with outdegree 0 and al the edges
that point to them. After removing avertex with outdegree
0, we decrease the outdegrees of those vertices that have
an edge pointing to it by 1; if the outdegree of a vertex
becomes 0 thereby, it should also be removed from graph
G. This process repeats until no vertex with outdegree O
existsin G. Phase 1 finishes when the process terminates.
Notethat whenwe prunetheverticeswith outdegree 0 from
graph G, no vertex with indegree 0 should be introduced.
Hence, the following lemma must hold:

LEMMA 4. Inthefina dependence graph after phase 1,
no port hasindegree O or outdegree O.

In the example, the final dependence graph G is shown
in Figure 2.

3.2.3 Phase lll: Fixed-Point Iterations and
Residual Flow Update Computation

The dependence graph produced in phase Il contains all
the ports whose unsettled input flow variables are critical
in order to resolvethe circular dependenciesin theorigina
network topology. We definevector A to bethevector of al
critical flow variables, each member of A isfound asaflow
across some edge e(q, ¢') in G, having been placed in set
Fs(e(q, q")). Indeed, A contains al such variables. Now
for each variable, we can instantiate equation (1), where
the variable itself (x}fg” in the equation) is expressed as a
function of flow valuesinto ¢, including that flow’s own
rateintog ().} intheequation). In each such equation, any
flow variablethat is already settled istreated as a constant.

To illustrate, for the graph expressed in Figure 2, we
have A constructed as

A —< )\(i)l) -)\(in) -}\(in) -}\(in) )\(i)l) > . (10)

Jo.qr " f1.q2° T f2.93° ™ f3.95° T f5.90

The associated set of equationsis given below. Flow vari-
ables that are settled and those that appear in A are nota-
tionally distinguished from each other by putting the settled
valuesin bold face.

Mo = Moo X MINCL o/ (Mgl + 11030)}
Mt = My X ML g/ O) + M)
M = Mag X MIN(L g/ (g, + M5}
Miss = Mygs X ML e/ g, +175))

A = M x MIn{L /(i + 2500 (11)

f5.q0 f5.05 f3.q5

To simplify the notation, we may write A =<
N1, N2, -+ -, A, >, @nd then, for each A;, denote the right-
hand-side of the equation that definesit by f;(A). Thede-
pendency of the equation on the specific variableisdenoted
by the subscript; the fact that the right-hand-side may con-
tain any subset of the other variablesin A isdenoted by in-
cluding that dependencein the notation. Our problem then
isto find assignment of valuesto components of A that si-
multaneously satisfies all equations f;(A),i =1, ..., m.
Thegeneral problem of solving nonlinear systemsisknown
to be very hard. A nonlinear system may have between 0
and many solutions, depending on the problem specifics.
Solution approaches to nonlinear systems are typically it-
erative, meaning that given an estimated solution A, one
creates another estimate A, that (hopefully) is closer to
atrue solution. Typically, one iterates until some norm of
the difference between successive iterations || A1 — Agl]
is less than a tolerance €. Any given iterative algorithm
may or may not converge to a solution, depending on the
starting point Ay.

Equation (1) itself suggests an iterative method. We de-
fine the first approximation A, by assigning to each un-
known flow variable the smallest upper bound determined
for it in phase | processing; the approximation is good if
there is relatively little loss. Given approximate solution
A, we compute

An+l = f(An) =< fl(An)v fZ(An)7 DR fm(An) >

This formulation is aso known as a fixed-point compu-
tation. The intuition is that if we hold the flow rates into
the network constant, over time the flows across each link
should stahilize (although as yet we have no formal proof
of this). If this were the case, then the suggested iterative
method is equivalent to pushing the network state along
in time until it settles. The converged state is the “fixed
point,” in the sensethat reapplying thetraffic-shaping rules
expressed by equation (1) does not alter the flow rates.

Naturally, avery significant question to ask is whether
thefixed-point computation will convergeto some solution
A* = f(A*). Formally proving convergence, or circum-
stances under which convergence is achieved, remains an
important goal of our research. It is a challenging goal,
though, as it seems that to achieve it, we will have to use
specific propertiesof our problem domain. Our experimen-
tal sectionwill directly study how convergence behaveson
certain motivating networks.
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Figure 2. Dependence graph for the example topology with flow condition set 2

Although convergence has been achieved on every ex-
periment we have run, lacking proof of convergence, we
must be prepared to deal with divergence. Should a so-
lution fail to emerge within the allocated computing time
budget, we have still to construct some representation of
background traffic. In our training application context, we
can justify using atraffic matrix that does not satisfy equa-
tion (1) butisinsomeweaker sense“plausible,” inthesense
that it obeys certain constraints implied by that equation.
We formalize this respect by the definition of a plausible
approximation.

DEFINITION 1.  Approximation A, isplausibleif
1. every flow rate expressed by A, iSnonnegative;

2. across every link, the sum of flow rates assigned by
A, to that link does not exceed the link bandwidth;

3. for every pair of POPs P; and P;, the volume of P;-
to- P, traffic leaving the subnetwork during a time
step is no larger than the sum of the volume of P;-
to- P; traffic entering the subnetwork.

The fixed-point method suggested by equation (1) en-
sures plausibility.

THEOREM 1. Let A, beany approximation with nonneg-
ative flow values. Then

A =< fi(A)), fo(A), ..., fu(A,) > isaplausible
approximation.

Proof. Given nonnegativevaluesfor flow variables, itisnot
possible for equation (1) to create negative values; thus,
fi(A,) > 0for al i, and the first condition for plausi-
bility is satisfied. By construction, it is not possible for
equation (1) to assign flows across a link that exceed the
link’s allocated capacity for background traffic, so the sec-
ond condition for plausibility is also satisfied. To establish
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the third condition, choose any flow P;-to-P; that passes
through the subnetwork and consider the sequence of ports
q1, 42, - - . , q. that it followsthrough the subnetwork. Now
in equation (1), the value of the expression used in case 1
is always larger than the value used in case 2. Therefore,
an upper bound on the flow value associated with the flow
leaving the subnetwork is obtained by assuming that the
case 1 expression is used at each port along the path. That
upper bound is simply the sum of the rate at which the
P;-to-P; flow enters the subnetwork. This establishes the
third condition for plausibility. O

After thefixed-point iteration establishesvaluesfor crit-
ical flow variables, we mark each as settled. Now the set of
all settled flow variables implicitly contains all the infor-
mation needed to settle the remaining variables by direct
computation—we need only resume the rule-based flow
update computation of phase I. In the example, 1" and
A, are not settled after phase I11. Because both input
flow variables at port ¢; are settled, rule 1 can be used to
compute 15" ; A" can also be calculated by applying
rule 1 on port gs.

After phaselll, al output portsin the network have been
resolved. The algorithm ends here.

It is worth noting that efficient implementations of this
algorithm are possible. It is possible to organize the rule
selection processin Phase | such that the next rule to eval-
uate is chosen in O(1) time and that the rule so chosen
needs to be evaluated because a state change requires that
we reevaluate the precondition. Furthermore, it is possible
to organize the computation such that each precondition
can be evaluated in O(1) time, using spacethat islinear in
the size of the problem. Finaly, in the event that offered
loads are such that no port is congested, the algorithm will
settle all flow variables in Phase I, in time proportional to
the size of the problem. Formal proofs of these results may
be found in Guanhual2].
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Table 5. Four topologies used in the simulations

Topology # Nodes # Directional Links # Flows Link Bandwidth
Top-1 27 702 100 Mbps
Top-2 244 12,200 2488 Mbps
Top-3 610 61,000 2488 Mbps
Top-4 1126 168,900 2488 Mbps

3.3 Experimental Results

We now turn to an experimental evaluation of our algo-
rithm. Table 5 summarizes four real topologies that are
used in the simulation experiments. Top-1 is a POP-level
ATT USA backbone network; it has 27 POPs. A flow is
created between any pair of POPs, which thus leads to
702 flows in total. The link bandwidth (100 Mbps) is ar-
tificially low to enable us to make a direct comparison of
accuracy and performance with equivalent packet-based
flows. The other three topologies are obtained from the
Rocketfuel project [3]. Top-2 is the router-level Exodus
backbone; Top-3 consists of two router-level 1SP back-
bones, the Exodus backbone and the Above.Net backbone,
which are connected through some peering links; Top-4
further augments Top-3 by adding another router-level ISP
backbone, Sprint backbone, toit. In Top-2, Top-3, and Top-
4, every router picks 50 routersfrom its own backbone and
directsaflow to each of them; it also picks 50 routersfrom
each other backbone in the topology and directs a flow
to every one of them. Hence, we get the total numbers of
flows shown in the table. We use the PPBP traffic model
to generate the ingress rates for each flow. We adjust its
input parameters to achieve two desired statistics, Hurst
parameter and coefficient of variance (COV) [4]. Inal the
experiments throughout this article, the Hurst parameter
is aways 0.8, but we vary the COV parameter to obtain
different traffic bursty levels.

3.3.1 Convergence Behavior

Our convergence experiments simulate Top-2, Top-3, and
Top-4 for 200 time steps, each spanning 5 seconds. Inall of
these experiments, we consider a solution to be converged
when the maximum rel ative difference between successive
approximationsto any flow variableis 0.001, for example,
when |\,41 — N, |/N, < 0.001 for al flow variables \. In
addition, the desired COV of each flow’singress traffic is
5, and the desired average link utilization is50% in all the
experiments.

Figure 3 depi ctsthe histogram of the number of portson
the dependence graph in phase 111, as well as the number
of iterations used to reach fixed-point solutions, on sin-
gle runs of 200 time steps. From the experimental results,
our algorithm is able to significantly reduce the number
of ports in the fixed-point iterations. The largest propor-

tion of portsthat appear on the dependence graph in phase
I is 4.4%, 2.8%, and 3.4% for Top-2, Top-3, and Top-4
respectively. Furthermore, the fixed-point solution in our
algorithm can converge within a small number of itera-
tions. In al the experiments, we observe that at most 12
iterations are necessary to reach afixed-point solution.

3.3.2 Performance

We examine performance using these same topologies,
with traffic loads designed to yield two different average
link utilizations: 20% and 50%. Again, thetime step sizeis
5 seconds. We use the PPBP traffic model to generate the
ingressratesfor each flow. The Hurst parameter is 0.8, and
the COV is0.5. All the experiments aredoneon a1.5-GHz
PC with 2 GB of memory. The average execution times
per time step for these four topol ogies under different traf-
fic loads are presented in Table 6; the confidence intervals
derived from 10 runs are too small to display. Memory
limitations prevented us from completing experiments for
Top-4 when the COV is0.5.

Thesimulated timestepis5 seconds, and theaverageex-
ecution per time step in each caseissignificantly smaller—
thesemodel srun faster than real time. Table 6 suggeststhat
when traffic is more bursty, less simulation execution time
isrequired. Thisiscounterintuitive because high variations
usually cause heavier congestion, thus putting more ports
on the dependence graph in phase 111. However, when the
COV s large, traffic generated from the PPBP model is
very bursty, implying times of high intensity and longer
“silent” periods. Our implementation takes advantage of
time steps when aflow’s offered load rate is zero—it does
not contribute and so is not explicitly handled during that
time step. Obvioudly, if more flows have ingress rate 0 at
atime step, there are fewer flow variables that need to be
settled, and there is less work to accomplish.

To evaluate relative speedup (and accuracy), we use a
baseline pure packet-level network model. Thismodel ex-
ecutesin the same simulation framework asthe flow-based
model; the only difference is that traffic is expressed us-
ing packets. Top-1 is the only topology where the packet-
level simulation completesin reasonabletime. Therelative
execution speedups, as a function of average link utiliza-
tion, are presented in Figure 4. It isclear that time-stepped
coarse-grained traffic simulation has achieved execution
speedups at several orders of magnitude under both traffic
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Table 6. Average execution time per time step

Ccov=5 Cov=0.5
Secs/Round Secs/Round Secs/Round Secs/Round
Topology (20% Link Utilization) (50% Link Utilization) (20% Link Utilization) (50% link Utilization)
Top-1 0.0026 0.0026 0.0051 0.0052
Top-2 0.051 0.051 0.1988 0.2380
Top-3 0.283 0.285 1.4895 1.8740
Top-4 0.852 0.907 — —

loads. Weal so observethat withincreasing averagelink uti-
lization, the speedup over the pure packet-level simulator
alsoimproves. Thisisbecausethe performance of apacket-
level traffic simulator is directly affected by the amount of
traffic traversing through the network, but performance of
the time-stepped coarse-grained traffic smulator is rela
tively insensitive to the absolute traffic intensities in the
network.

From Figure4, we have noticed that therel ative speedup
curve grows sublinearly as the average link utilization ex-
ceeds 50%. There are two reasons for this. First, when the
traffic load increases up to a high level, the pure packet-
level traffic simulator drops a significant portion of the
traffic because of heavy congestion. Second, heavy traffic
load causes more output ports to appear on resolution cy-
cles, and the fixed-point algorithm thus has to operate on
more unsettled flow variablesin phase l11.

Comparing thetwo curveswith different COV's, wefind
that alarger COV leadsto a smaller relative speedup. The
reason is that bursty traffic leads the packet-level simula-
tion to drop more packets and thereby reduce the volume
of execution work needed to push them along their paths.
Referencing Table 6, evidently the effect of burstiness on
the packet simulator is more pronounced than on the fluid
simulator. Neverthel ess, the speedupsproduced by thefluid
method are very significant.

3.3.3 Accuracy

We also consider the accuracy of our approach when used
as a background traffic generator, as compared to the pure
packet-oriented approach. Theideais to study the proper-
tiesof asmall number of detailed packet-oriented TCP and
UDP flows, while the background traffic is either packet
based or flow based. Toward this end, we modify topology
Top-1 by attaching an end host to each POP node. The back-
ground traffic is simulated with two different techniques:
our time-stepped coarse-grained simulation and conven-
tional packet-level simulation. We parametrically control
thetraffic parametersto causethe average background traf-
ficload on alink to vary, between experiments, from 10%
to 80%. The PPBPtraffic model isused to generateingress

traffic for each flow. The Hurst parameter is 0.8. The COV
is 1.0 throughout al the experiments.

In this model, each end host has a TCP server, a TCP
client, a UDP server, and a UDP client. For every back-
ground traffic load, we simulate 10 experiments. In each
experiment, aTCP client randomly picks a TCP server on
any other end host. A TCP client’ sbehavior can bemodeled
as an ON/OFF process: it connects with the TCP server it
has chosen, requests a data transfer of 5 Mbytes, and then
waitsfor therequested bytesfromthe server; after theclient
receives al the datait has requested, it remainsidle for an
exponentially distributed period with amean of 5 seconds;
when it wakes up, it starts another request, and the above
processrepeatsuntil thesimulationisover. Uponreceiving
arequest, a TCP server uses TCP protocol to transfer re-
guested bytes to the client from which the request comes.
In each experiment, a UDP server aso randomly chooses
a UDP client on any other host. A UDP server's behav-
ior can also be modeled as an ON/OFF process: it uses
UDP protocol to send afile of 5 Mbytes at the constant
rate of 1 Mbps, and after it finishes the transfer, it remains
idle for an exponentially distributed period with a mean
of 5 seconds; after the off period finishes, it sends another
5 Mbytes at the same rate, and the above process repeats
until the smulation is over. Every experiment is simulated
for 1000 seconds (in simulation time).

We compare the behavior of the TCP and UDP flows
using different methods for background traffic generation.
Theexperimentsare coupled, inthe sensethat the samepat-
tern of requests is simulated for the TCP and UDP flows
in the two experiments that use different background flow
generation, and furthermore, the background flow genera-
tion in the two experiments is driven by the same offered
load. In this way, we ensure that on an experiment-by-
experiment basis, we are comparing precisely the same
context for measuring TCP and UDP flows against differ-
ent background generation techniques.

Figure 5 presents three graphs describing the results
of these experiments. The top two graphs plot the sam-
ple means and 95% confidence intervals of the goodput
measured in 10 TCP experiments, as well as the delivered
fraction of UDP traffic, also measured in 10 experiments.
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Figure 4. Relative speedup of time-stepped coarse-grained traffic simulator (Top-1)

We see that goodput decreases with link utilization, ow-
ing to congestion. Likewise, the fraction of UDP traffic
that is delivered decreases with the link utilization. The
third graph plots the average relative error in goodput and
round-trip time (RTT) for these same TCP experiments
and the delivered fraction of traffic for the UDP experi-
ments. The most important feature of this latter graph is
that the error is small. It is interesting to note that accu-
racy of TCP goodput increases with network load, while
the accuracy of TCP RTT tends to increase (although it is
quite small). The goodput error settles down under high
load because the congestion is so large that TCP send win-
dows are essentially one packet in size, and the bandwidth
use optimizations of TCP send windows are not operat-
ing. On the other hand, under high network load, the rel-
ative error of UDP increases. The explanation here is that
we have to approximate packet loss at a congested router
and that approximation is the cause of the error. The more
heavily congested the network, the more heavily the ap-
proximation is exercised. This same effect will affect TCP
goodup accuracy but under higher load than showninthese
experiments.

4. Parallel Algorithm

The sequential algorithm described in section 3 can sim-
ulate a reasonably large network on a uniprocessor. How-
ever, simulation of very large networks requires that we
use multiple processors to gain access to larger pools
of memory and more computational power. It is natu-
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ral to consider parallelizing the sequential algorithm on a
distributed-memory multiprocessor. We can then combine
both advantages of high abstraction-level modelsand high-
performance computing techniques to further improve the
performance of large-scale network simulation.

The example network shown in Figure 1 is used to il-
lustrate how we parallelize each phase in the sequential
algorithm. Suppose that the original topology is divided
into three partitions, each simulated by a single processor.
Thisis shown in Figure 6. Flow f;'s path is on both pro-
cessors p; and p.; flow f3's path is on both processors p,
and ps; flow f5's path ison both processors p; and p;.

In the following subsections, we describe paralleliza-
tion of our algorithm and investigate its performance and
scalability.

4.1 Algorithm Description

We now supposethat the network description isdistributed
across the memory spaces of multiple processors. Each
processor executes the phase 1/11/111 work that we identi-
fied for the sequential algorithm but on the pieces of the
network description it is (statically) assigned. Within each
phase, the processors exchange messages, to be described.
Global synchronization is used to determine when a phase
has completed. Detecting when a phase completesis tan-
tamount to detecting when every processor has completed
all known work for that phase and that there are no as-
yet-unreceived messages in flight. For this, we use a spe-
cialized algorithm called a noncommittal barrier. Our al-
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Figure 5. Accuracy results with time-stepped coarse-grained traffic simulation

gorithm takes advantage of domain knowledge to reduce
the overhead of executing that construct.
Next we discuss the particulars of each phase.

4.1.1 Phase I: Rule-Based Flow Update
Computation

Onentering phasel, each processor executesthe samelogic
as the sequentia algorithm, in choosing ports whose pre-
conditions require reevaluation. Asin the sequential algo-
rithm, after a processor applies arule on aflow traversing
through alocal output port, it updates its state at the next
output port. In the event the next port islocated on another
processor, aflow update messageis sent to convey the state
change. Handling of thismessageisidentical to processing
of astate-change contained on-processor—the flow’s state
is updated, and the target port is added to the list of ports
whose preconditions must be reeval uated.

Eventually, a processor will have no ports needing
reevaluation. However, it may be the case that the pro-
cessor will later be sent a flow update message that must
be processed and that may trigger further local work (as
well as additional outbound messages). For a processor to
safely advanceto phasell, it must engage in acomputation
that establishes when (1) no processor has ports requiring
reevaluation and (2) every flow update message that has
been sent has also been received. This problem has been
addressed before in the parallel processing context by the
so-called noncommittal barrier [5]. In contrast to astandard
barrier synchronization, the noncommittal barrier can be
“reset” intheevent that the processor receives another mes-
sage. After notifying the noncommittal barrier that it has
no known work, a processor alternates between monitor-
ing for incoming message traffic (receipt of which triggers
areset and rollback of the noncommittal barrier state) and
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polling the noncommittal barrier for indication of phase
completion.

In the noncommittal barrier algorithm, every proces-
sor maintains both counts on the computation messages it
has sent and received. With aid of a tree structure, each
processor keeps a set of neighbor processors in different
dimensions of alogical hypercube. It exchangesthe counts
on computation messages sent and received with itsneigh-
bor processors from the lowest dimension to the highest
dimension. A processor is able to progress past the barrier
only after it has agreed on the counts on the computation
messages sent and received with its neighbor processorsin
all thedimensions. A processor may receive acomputation
message while it is checking the counts on the computa
tions messages sent and received with the neighbor proces-
sor in a dimension; when this occurs, the algorithm rolls
back to the lowest dimension. The noncommittal barrier
algorithm requires O (log? P) space on each of P proces-
sors and, in the abosence of rollbacks, requires O (log?P)
parallel execution time.

A significant communication overhead can be associ-
ated with rollbacks. A simple observation helps to reduce
the number of rollbacks. Recalling that every non-ingress
flow variable beginsinthe unsettled state, aswell asknow!-
edge (by lemma 3) that at the end of phase I, no flow vari-
able can bein that state, we impose the rule that a process
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not engage in the noncommittal barrier before al of its
flow variables have transitioned out of the unsettled state.
Evenif aprocessor hasno port preconditionsto reeval uate,
if it has any unsettled flows till, it knows there is another
message coming.

Once the noncommittal barrier releases all processors,
they advance to phase Il processing.

4.1.2 Phase II: Dependence Graph Generation

Recall that in the sequential agorithm, phase Il starts
by creating a graph whose vertices represent unresolved
ports and whose edges refl ect input dependencies between
them. A second step recursively prunes vertices with out-
degree 0 and their edges. Implementation on a distributed
platform requires interprocessor communication and
synchronization.

The portsin the unresolved state can be located on mul-
tiple partitions, each of which then has only partial know!-
edge of thewholedependencegraph. For exampl e, suppose
that processor p, processes port ¢, in phase |1. For every
input flow variable x;; (f € F,)intheunsettled state, the
local processor needs to find the next port ¢, on flow f’s
path that is also in the unresolved state (if such ¢, exists).
Port g, however, may not be found on the local partition.
When this occurs, the local processor sends a query mes-
sage to the processor to which flow f goes after departing
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from processor p,, say, processor p,. The query message
holdsthe identified port g, and processor p, that originate
the edge whose other endpoint is sought. Upon receiving
the message, p,, continues searching along the flow’s path,
looking for the first unresolved port. If found, p, sends a
positive reply message to processor p, and adds a back-
ward interprocessor edge from < p,, g, > t0 < p,, q, >
to the part of the dependence graph that is maintained lo-
caly; if the flow ends in a sink without encountering an
unsettled port, p, sends a negative reply message back to
processor p,. A third possible situation is when the flow
does not encounter any unsettled ports on p, and passesto
a port on a different processor p.. Processor p, forwards
the query to p. and has no further part to play in the query
processing (unlessthe flow later snakes back to a port that
p,, holds). When processor p. receives the query message,
it processes it as though it received it directly from p,,
using the same logic as did p,. Eventually, processor p,
receivesareply toitsquery, establishing either that theflow
does not encounter another unsettled port before reaching
its destination or that it does (and the identity of the port
and processor where it does).

In the sequentia algorithm, the two steps in this phase
can be executed sequentialy. Theparallel algorithm avoids
the implicit synchronization between steps, as follows. A
processor sends out all its query messages and, for each
port, records the number of such messages sent. A count
of responsesismaintained aswell. When the counts match,
we know the node's outdegree and can act accordingly as
per the second step. After aport isidentified as having out-
degree0, itisspecialy marked as detached and isremoved
from the vertex set; all theintraprocess edges pointing to it
areremoved from the partial dependencegraph maintained
locally. Some forward interprocessor edges on other pro-
cessors may still point to this port. For each of such edges,
an edge-removing message is sent to the processor main-
taining the port at the other end. On receiving this message,
the processor removesthe corresponding forward interpro-
cessor edge and checks whether the port’s own outdegree
decreases to O; if o, it repeats the above process. In ad-
dition, owing to asynchrony, a query message may arrive
at a port that is marked as detached. When this occurs,
a negative reply message is sent to the processor whose
port initiates the query message. We illustrate messages
communicating between processorsin Figure 7.

All the processors are synchronized before they pro-
ceed into phase I, using a noncommittal barrier (for the
same reasons as we used one between phases| and 11). As
with phase I, we are able to identify conditions to be sat-
isfied before entering the noncommittal barrier (and after
the processor has done al the local phase Il work it can).

1. Every query message has been acknowledged by ei-
ther a positive or negative reply message.

2. if aflow that is not yet in the settled state originates
on a different processor, then a query message as-
sociated with that flow has been received and fully
processed.

If either of these conditionsis not met, the processor is
certain to receive another message, and so it is pointlessto
engage in the noncommittal barrier.

4.1.3 Phase lll: Fixed-Point Iterations and
Residual Flow Update Computation

Fixed-point iteration is applied in phase I11. The necessary
communication patternisplainly evident from the reduced
graph structure—wherever agraph edgeisdirected from a
port in one processor to aport in another, every iteration’'s
new values for al flows associated with that edge will be
communicated. A processor may apply itsupdateswhenall
necessary input values (from the previous iteration) have
been received, after which it communicates new values
for the next iteration and engages in convergence testing.
A processor computes the maximum relative difference
between successive values computed for any flow variable
and offers that value to a max reduction operator [6]. The
result of thisoperator isthe maximum val ue offered among
all processors, and this value is returned to all processors.
Each processor then independently observes whether the
global termination criteria are satisfied.

After thefixed-point iterationsterminate, processorscan
resume the rule-based flow update computation to settle
the remaining unsettled flow variables. Completion of this
final step isterminated using anoncommittal barrier.

4.2 Scalability Analysis

In this section, we examine the algorithm’s performance
on a distributed-memory parallel machine. The iSSFNet
simulator used to study sequential performance maps also
supports parallel execution—in this case, on the Tungsten
supercomputer at the National Center for Supercomputing
Application. Each of Tungsten’snodesiscomposed of a32-
bit 3.2-GHz Intel Xeon dual-processor motherboard and 3
GB memory; the nodes are interconnected with Myrinet
2000. Each nodes runs Linux 2.4.20 (Red Hat 9.0). Our
experiments use up to 16 nodes.

In thefollowing subsections, we study how parallel per-
formance behavesasafunction of thenumber of processors
and problem size.

4.2.1 Speedup on Fixed Problem Size

We first consider how execution time of a given problem
changes as we use increasingly more processors to solve
it. We construct amodel problem whose mapping to a par-
alel machine is straightforward. The model problem is
built up from 32 replications of the ATT backbone archi-
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Figure 7. Dependence graph generation across multiple processors

tecture considered earlier (i.e., Top-1 in Table 5, which
has 27 nodes). The three most highly connected nodes in
that backbone structure each serve as gatewaysto the other
backbonereplications. Each gateway connectsto every one
of its topological equivalents in other backbones, so that
between the backbones, there are three cliques. The links
internal to a backbone are modeled as having 100 Mbps,
while the links between backbones are given 1000 Mbps.
Thetraffic pattern is all-to-all; every node directs aflow to
every other node. There are then (32 x 27)? = 745, 632
distinct flowsin the model. The ingress traffic of each flow
is generated by a PPBP traffic model, whose COV (i.e,,
ratio of standard deviation to mean) is 1 and Hurst param-
eter is 0.8. We vary the mean of each flow’s ingress rates
to obtain two desired average link utilizations, 20% and
50%. We eliminate the execution time required to generate
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thistraffic from our experiments by precomputing the load
rate offered by each flow, each time step. Doing so better
isolates the performance of the algorithm of interest from
that of one of the many ways one might create traffic rates
for the algorithm.

We partition the problem onto 1, 2, 4, 8, 16, and 32
processors in the obvious way, assigning the same number
of backbones to each processor. The parallel program is
executed for 200 time steps. Figures 8 and 9 present the
execution time per time step and speedup (relative to opti-
mized single-processor execution using the same i SSFNet
framework, using one processor of the multiprocessor) for
two workload cases, 50% and 80% link utilization. Each
graph separately plots the contribution of each of thethree
phases, as well as the combined metric. Notable features
of these results include
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 performance increases monotonically with addi-
tional processes,

* phase | computation dominates throughout, and the
relative contribution by each phase varieslittle with
increasing numbers of processors;

« faster than real-time performance is achieved using
sufficiently many processors.

Table 7 showsthe proportion of the execution time used
within each phase. These show that for a certain traffic
intensity, the fraction of time spent in each phase does
not change significantly asthe number of processorsisin-

creased. We also see that phase | dominates the computa-
tion. The aggressive removal of ports from the subsequent
fixed-point iterationsprovesto be effective. Under the 50%
link utilization load, only 5% of the portsareinvolved with
the fixed-point step; under the 80% utilization load, only
8% are.

4.2.2 Scalability

Scalability analysis asks how performance behaves as the
model size and number of processors simultaneously in-
crease. Demonstration of such scalability showsthat there
arenoinherently limiting barriersto parallelization, at least
over therange of problem and architecture size considered.
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Table 7. Proportion of execution time consumed by each phase with respect to the average execution time per time step

Link Timelines
Utilization Phase 1 2 4 8 16 32
| 79.9 76.6 78.0 81.2 77.0 74.5
50 1] 5.7 7.1 7.2 6.5 7.9 9.9
1} 14.3 16.3 14.8 12.3 15.2 15.6
| 71.8 71.6 70.0 75.3 73.2 73.3
80 1] 7.8 8.8 9.5 8.2 9.1 9.4
1} 20.4 19.6 20.6 16.5 17.7 17.3

We examine scalability using a model architecture de-
signed to keep the same amount of computation and com-
munication load on each processor as the model size and
number of processors are increased. We start with a base-
line subnetwork, the Exodus backbone (listed as Top-2 in
Table 5, with 244 routers); in every experiment, each pro-
cessor simulates one of these subnetworks. The connectiv-
ity between subnetworks varies depending on the number
of processors used. Given k processors, we identify the k
most highly connected nodes. Each of these nodes is con-
nected to al other topologically equivalent nodes in the
other subnetworks. Thus, we form & cliques, each formed
using the “same” node in each of the subnetworks.

All links are modeled as having bandwidth 2488 Mbps.
The intradomain traffic pattern is all-to-all; that is, from
each router in any backbone, there is a flow directed to
every other router in the same backbone. Hence, there are
59,292 - k (i.e., k x 243 x 244) intradomain flows. The
interdomain traffic pattern is localized, as follows. Each
router in the ith backbone (0 < i < k) directs a flow to
every router in the ((¢ + 1) mod k)th backbone. Hence,
there are 59,536 - k (i.e, k x 244 x 244) interdomain
flows. The total number of flows in the simulation using
k processorsis 118, 828 - k. As before, the ingress traffic
of every flow is modeled with a PPBP traffic model whose
COV parameter is1and Hurst parameter is0.8. Wevary the
mean of the ingress rates of each flow to obtain two traffic
intensity levels, one with average link utilization 50% and
the other with average link utilization 80%.

From thisdescription, we seethat the number of routers,
number of connections, and number of flows all increase
linearly with the number of processors used. The interdo-
main traffic pattern keeps the number of domains a flow
may cross limited to 1, but it does cause the amount of
communication on a processor to grow linearly with the
number of processors. Even though most of the edgesin
an interdomain clique do not carry flows, the existence of
the cliques contributes to a linear growth in the memory
used (to store the connections) asthe number of processors
grows.

40 SIMULATION Volume 82, Number 1

Our experiments simulate 200 time steps, varying the
number of processors among the powers of 2 from 2 to
32. Figure 10 plots the average execution time per time
step, for each phase (and collectively), asafunction of the
number of processors. When the average link utilization
is 50%, the average execution time per time step increases
from 780.6 millisecondswith 2 timelinesto 794.7 millisec-
onds with 32 timelines, only by 1.8%; when the average
link utilization is 80%, the average execution time per time
step increases from 807.9 milliseconds with 2 timelines to
844.6 milliseconds with 32 timelines, only by 4.5%. The
flatness of the curves showsthat the increasesin communi-
cation and extent of interprocessor synchronization do not
hamper performance with linearly increasing model size
and numbers of processors.

Neither the speedup nor scalability experiments chal-
lenged the problem with load imbalance. Our goal inthisis
to isolate the intrinsic performance and scalability charac-
teristicsof thealgorithm fromitsdependenciesonload dis-
tribution. Aswe usethe simulation systemin real contexts,
we will be faced with real load-balancing issues. While
iSSFNet does have automated partitioning code, there is
much more work to be done. Existing work that considers
the problem includes Liu and Chien [7, 8], but a general
solution that workswell under varied simulation configura-
tions till remains as an open problem. A seemingly as-yet
unconsidered issue is created by our approach of mixing
traffic at different levels of resolution, for with different
resolutions come different load demands. Our own future
work will address these issues.

5. Related Work

Our problem isrelated to the area of network tomography,
which likewise seeks to determine some network charac-
teristics (e.g., thetraffic matrix—volume of flows between
any pair of ingress and egress points) from other traffic
measurements (e.g., measured link loads on the network
edge). There is a large and fascinating literature on the
topic (e.g., see[9-16]). A key difference between our prob-
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lem and network tomography is that the latter is driven by
difficultiesin obtai ning measurements of certainimportant
quantities and so works to use models to infer them from
measurements that are available. In the virtual world of
simulation, we can measure anything welike; our problem
is computing those measurements given the offered load.

Our approach includes ideas found elsewhere. The no-
tion of simulating traffic using simple rate functions was
introduced almost 10 yearsago [17], aformulation that ob-
serves that first come, first serve (FCFS) service at a con-
gested router port can be modeled by scaling the flows in
portion[* PROPORT I ON?*] to their input rates, which is
acentral facet of our model. Further development is found
in Nicol, Goldsby, and Johnson [18]; application to TCP
is developed in Nicol and Yan [19], which treatsissuesin
the simultaneous simulation of packet and fluid flows, as
do other authors[20-22]. Specific application to the global
Internet and practical problems therein are discussed in
Barakat et al. [23].

More detailed fluid models found in the literature in-
cludetreatmentsof TCP[24], model s containing stochastic
elements[25], atime-stepped model [26], and adiscussion
of trade-offs[27, 28]. Use of fixed-point iteration to solve
for network measures of interest also appears in Bu and
Towsley [29], a moddl that focuses much more on TCP
and lesson link loads. A very abstract rate-based model is
discussed in Vahdat et al. [30], work that does not try to
capture interflow dependenciesin detail, as we do.

Against this backdrop, our contribution is the develop-
ment, optimized solution, and empirical study of acoarse-
grained traffic model that focuses on the impact that band-
width sharing on congested links has on flow ratesthrough-
out the entire network. Our fixed-point approach is unique
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in that each approximated solution hasinternal consistency
that can, in some contexts, alow it to be used even if the
solution has not yet converged. The approach isavaluable
and necessary component of our real-time cyber-defense
training simulator.

6. Summary

This article proposes an approach for simulating network
traffic flows at a coarse scale. The approach is motivated
by an application where we must deliver real-time perfor-
mance and “look-and-feel” accuracy. We develop an op-
timized means of performing the simulation and study its
behavior on a set of large topologies based on known In-
ternet backbones. We find that it is fast—very, very fast
relative to packet-based flows—and accurate enough for
our purposes. We parallel the algorithm on a multiproces-
sor supercomputer. We observe good speedup and excellent
scalability.
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